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ABSTRACT: Demand and application of Wireless Sensor Networks (WSN) has grown rapidly during last
decade. Wireless sensor networks follow distributed nature of sensor deployment, these networks are
vulnerable to various threats which can affect the communication performance and functioning of WSN.
These threats are widely known as security attacks on sensor nodes. Along with security threats, Quality of
Service and energy efficiency is also considered as challenging task for researchers in WSN. For real-time
applications, packet delivery and energy consumption are important tasks which can improve the
performance of Wireless Sensor Network communication. Recent works are focused on the security and
energy efficient communication in Wireless Sensor Networks. In this paper, we present recent studies in the
field of WSN which includes security, sensor node localization and energy aware communication for better
quality of communication. Drawbacks of WSN are security attacks, battery capacity is very less and there are
practical problems in the deployment of the nodes. A comparative study is also presented by considering
various threats on WSN architectural layers. Similarly, energy aware approaches are also compared based
on the localization Error performance, Energy aware routing techniques and secure routing protocols for
data encryption and decryption. This study shows the current problems of WSN communication in terms
attacks on different layers and actions taken. The challenging factor in WSN is conserving the Energy for
improving the network lifetime, improving performance and WSN localization.

Keywords: Attack, Energy Efficiency, Layer, Localization, Security, Performance Analysis, Wireless Sensor
Networks.

Abbreviations: WSN, Wireless Sensor; GPS, Global Positioning System; DOS, Denial-Of-Service; TOA, Time Of
Arrival; RSS, Received Signal Strength; LEACH, Low Energy Adopting Clustering Hierarchy; EECED, Energy
Clustering Algorithm for Event Driven; EERRT, Energy Efficient Redundant Routing Protocol Received Signal
Strength; GA, Genetic Algorithm; PSO, Particle swarm Algorithm; CH, Cluster Head; 3D-GAIDV, 3 Dimensional
Genetic Algorithm based Improved Distance Vector Hop; AES, Advanced Encryption Standard; 3DES, 3 Dimensional
Triple Data Encryption standard; 3D-PSODV, 3 Dimensional Particle Swarm Optimization with Distance Vector; 3D-
GADV, 3 Dimensional Genetic Algorithm Distance Vector; 3D-DV, 3 Dimensional Distance Vector.

I. INTRODUCTION

A WSN consists of self-governing sensor nodes
deployed in spatial domain to check climatic conditions
or physical changes, such as noise, humidity,
temperature, atmospheric pressure [1]. These sensors
nodes are light-weight devices with cheap installation
costs. They have restricted hardware and software
resources, like low memory, smaller processing
capacity, lesser input/output ports, etc. The Sensor
Nodes are built to monitor the changes, detect those
changes, and gather collected information from the
environment. This accumulate data can be transmitted
to particular device or person. Transmission occurs by a
network of nodes. Sensor nodes contain limited power
instruments with one or more sensors, central controller
or processor, memories, inputs & outputs, energy
sources, a trans-receiver and an actuator.

Remote Sensor Nodes comprise of low power on-board
controller or processor, low speed radio antenna, limited
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memory, less sensitive sensor, battery for power, and in
some cases, GPS (global positioning system) too.
Batteries are the only source of energy for these nodes
and thus, they have limited supply of energy. Once the
installation of nodes is completed, the batteries cannot
be replaced. Moreover, generating energy is also not
possible, due to various reasons. Thus, energy
conservation is a critical issue in WSNs and Energy
Efficient schemes are highly important. In general,
transmission requires higher amounts of energy. Hence,
an Efficient Routing Protocol is very much required in
WSNs, which minimizes unnecessary use of energy,
and it also enhances the overall network lifespan.
Shortest path routing is efficient and less energy is
spent during data transmission. However, there are
chances that all other transmission also takes place
along this path, as it is the shortest path. This makes the
devices in the path to deplete early and resulting in shut
down of that path. Furthermore, there are other nodes
which contain large battery power, that are rarely used.
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So an efficient algorithm should distribute the load
equally among all the nodes, to make sure that none of
the node dies early [2].
A general architecture of standard wireless sensor node
is depicted in Fig. 1 [9].
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Fig. 1. A typical sensor node structure.
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A typical sensor node comprises of five main
components. The Sensing and Signal conversion unit is
comprised of a sensor which senses data and gathers
required information. Analog to Digital Convertor
receives analog signals produced by the sensors and is
digitized for transferring it to controllers for further
processing. A microcontroller is often embedded in the
processing unit along with memory unit for processing
the data and controlling the functions of the other
components. As the memory capacity in a node is very
less, energy should be efficiently managed.

The mobility of sensor nodes in WSN affects the energy
which reduces the lifetime of a network. This factor
gives raise to constraint on energy.

A network of remote sensor nodes can be established
by installing the nodes in a given area. The detected
information from the node is transmitted to central
observing station, commonly referred as sink or base
station. The data travels from source to sink through
multi-hop routing or flooding. The base stations will be
set up at farther distance from the nodes. Therefore,
higher number of hops and more energy is required to
transmit data from source node to base station.
However, the number of hops can be reduced by
installing multiple base stations. Thus, significant energy
saving can be done at each nodes, which enhances the
overall lifespan of the network [3]. Each sensor extracts
different type of information from the atmosphere
Battery is the main source of energy for the sensor
nodes. Based on the functionality and requirement, the
actuator may also be included within the sensors [4].
There are various attacks on sensor networks such as
Interruption, Modification, Interception and Fabrication.
The different layers of WSN are also prone to DOS
attacks. The security issue focuses on active and
passive attacks in WSN.

The limitations of the earlier study include Energy
Constraints as outlined by Gao et al, (2010) [10],
Limited Hardware and Software Resources where the
devices in WSN are lightweight and cheap [11],
Random and Massive Deployment with self-governing
repairs and Diverse Applications [13, 17]. In previous
study, localization approaches focus mainly on 2D (two-
dimensional) plane but in real time implementation the
nodes are usually deployed in three-dimensional (3D)
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space in WSNs such as forest areas, defense and many
more [42].

Il. RELATED WORK

A. Types of WSN

Based on previous research, five types of parameters in
WSN are possibly dependent on the where and how the
sensors nodes are deployed and monitored. As per
these parameters of sensor node installation, the WSN
can be grouped into five different types as discussed
below.

Ground (Terrestrial) WSNs: The terrestrial WSN are
composed of numerous sensor nodes, which are
cheaper and simpler than underground sensor nodes
[5]- The sensor nodes are placed in a particular region
and they are installed randomly. In such WSN, the
communication must be reliable to overcome dense
atmosphere. The sensor nodes should collect the
information and transmit them efficiently to the nearest
base station. In general, the energy constraint of sensor
nodes limits the functionality of the network. Moreover,
in many cases, the batteries cannot be replaced.
However, as the sensor nodes in terrestrial WSN lie on
the surface, sensor nodes can be set up with a solar cell
or self-rechargeable batteries as secondary source of
energy. But in most cases, this does not work.
Therefore, it is more sensible to implement an energy
saving mechanism, rather than embedding a secondary
energy source.

Underground WSNs: Underground WSNs contains
numerous sensor nodes which are placed inside the
earth crust or mines and caves. They are used to
monitor underground variations to check for volcanic
activities, seismic activities and underground water flow
[6]. The base station or any other normal nodes can be
placed above the ground to forward the collected data
from the underground nodes to central station. Their
operational costs are also high, in comparison to
terrestrial WSNs. The reason for such high cost is that
the device has to function against all underground
obstacles, such as water, soil, rocks, borrowing animals,
weight of soil and objects above them. Due to presence
of soil, the communication to external world needs more
energy as substantial amount of signal is lost due to
attenuation.

Aquatic (Underwater) WSNs: Aquatic WSNs are
composed of few sensor nodes. They are deployed and
setup under water. In comparison to sensor nodes in
terrestrial WSNs, the aquatic sensor nodes are
expensive and less number of sensor nodes is diffused
in the concerned region.

Autonomous underwater vehicles are used to explore
and extract useful information from sensor nodes. The
distributions of sensor node in aquatic WSN are sparse.
The nodes communicate underwater using acoustic
waves [7].

Mobile WSNs: Mobile WSNs contains a number of
moving Sensor Nodes, which interact with external
environment to sense atmosphere changes. Mobile
nodes have the ability to process the data like any other
normal static nodes. Mobility on WSNs is primary
implanted in defense and military application, and few
industrial applications as well [8].

Multi-media WSNs: Multi-media WSNs are composed
of vast number of cost-effective sensor nodes with
embedded microphones, speaker, cameras and other
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multimedia devices. The connections in such networks
are slightly different from traditional WSNs. However,
the nodes can still sense external data, process them,
etc. Additionally, they can perform information
correlation, and data compression.

B. Applications of WSN

The WSNs are largely adopted in various real-time
applications like forest monitoring i.e. fire or other
activities of animals, defense applications such as
surveillance, medical applications such as patient’'s
movement tracking, and industrial applications such as
machine automation. Despite of several advantages of
WSN, it suffers from various challenging issues such as
energy constraints which is critical issue in any WSN, as
the Sensor nodes are powered by batteries, they have
limited uptime and energy capacity [9]. To ensure longer
lifespan of the WSN, the protocol and algorithms must
be energy-aware and consume less amount of energy,
limited hardware and software resources is another
challenging issue in WSN because these devices have
lower storage and memory capacity, slower processors,
which contributes to fewer computations [12]. To
address this issue, Sensor nodes uses flash memory for
faster operation. As shown in Fig. 1, the central
processing unit contains a microprocessor or a
microcontroller, which performs data processing and
computation of energy consumption. Moreover, sensor
networks are made up of large number of sensor nodes,
with over hundreds, sometimes thousands of devices.
The sensor nodes will be deployed in harsh and remote
location, and thus, they have to function accurately
without manual supervision [13, 14]. Therefore, the
sensor nodes must locate themselves in the network.
They should be able to independently configure, adapt,
sustain and repair themselves [15] in any type of
environment such as dynamic, harsh, unknown
environments. Generally, these networks are operated
in different types of operating systems. Some of the
popular OS for WSN are, Contiki, Tiny OS, Lite OS and
Mantis Nano-RK [16]. Similarly, security is also a
challenging task where different types of attacks can
occur on networks.

Diverse Applications: The WSNs can be implemented
for numerous applications [17]. Therefore, the
requirements and specification for different applications
are not similar. Till now, there is no technique or
algorithm which can be implemented to suit all types of
applications. The main reason being different criteria of
the networks application. Motley middleware is a

middleware used in WSNs [18]. This has assisted in
enabling multi-application and shared infrastructure
support for WSNSs.

C. Types of attacks on WSN

Attacks on WSN network affects availability,
confidentiality, authenticity, eavesdropping on
communication and unauthorized data modification
which are discussed here.

Interruption: Interruption is an attack on the network
that badly affects its availability [19]. For instance, the
attacks generally involve capturing or corrupting the
nodes, tampering the data messages, inserting a
malicious code. The fundamental aim of interruption is
to keep the network unavailable to service by initiating
denial-of-service (DoS) attacks [20].

Modification: Modification refers to unauthorized data
modification by an unauthorized agent. Modification
attacks are instilled application layer and network layer
[19]. Data modification results in loss of integrity of the
message [20]. The objective of modification is to
generate misperception or mislead the users within the
communication protocol.

Interception: Interception attack is imposed to disturb
the confidentiality [19]. The sensor network can be
compromised by an attacker to gain unauthorized
access to a sensor node or transmitted data. Such
attacks are usually performed by eavesdropping on the
data carried in the messages [20].

Fabrication: Fabrication affects the authentication [19].
It is an attack on the authenticity of the message.
Wireless sensor networks are vulnerable to numerous
kinds of external attacks such as, traffic analysis,
privacy attacks, collisions, and physical attacks [21].
Active Attack: Active attacks occur from unauthorized
modifications or eavesdropping on communication in the
network, by an external adversary. Depending on the
security requirements, attacks on WSN are determined
by the following parameters like Attacks on Availability
of Network. And Authentication related attacks.

Passive Attack: In this attack, the unauthorized user
inflicts an attack on WSN through sensing, tracking and
monitoring an ongoing communication channel. A
violation in privacy is considered as passive attack.

As presented in previous sections, the DoS attacks can
target any layer of WSN. Thus, different attacks on
different layers of WSN are present in subsequent
sections. Table 1 presents the attacks and actions on
different layers of the network.

Table 1: Attacks on different layers and Actions.

OSI Network Layers Attacks

Actions

Wormholes
Hello flood attacks
Network and routing Layer Sinkholes Sybil

Selective forwarding

Acknowledgement -spoofing

Authentication using geographic location
Redundancy Authentication and monitoring
Authentication probing
Bi-directional link verification
Egress filtering monitoring and authentication

Spoofed Redundancy and probing
Tamper proofing,

. Jamming Hiding spread spectrum,
Physical Layer Tampering Lower duty cycle

Priority message

Transport Layer De-synchronization

Authentication

Flooding Client puzzles
Exhaustion Error correction code
Data link layer Unfairness Rate limitation
Callision Small frames
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Physical Layer: Some of the commonly inflicted attacks
at physical layer are frequency selection, data
encryption, carrier frequency generation modulation and
signal detection. The probability of physical layer attacks
is high due to the easier task of gaining access to the
physical layer of WSN. Attacks on physical layer can be
analyzed as Node outage, Device tampering [34], path
based, DOS and Jamming. However, Jamming and
Tampering are two critical weaknesses in WSN which is
discussed below.

— Jamming: Jamming results due to external attacks
on sensor node, which creates interference in radio
transmission frequencies.

— Tampering: Tempering is another physical layer
attacks. In such attacks, the adversary can attack a
node with help of another malicious node, to gain
access to sensitive and confidential information.

Data Link Layer: The Data link Layer features functions
such as, frame detection, data multiplexing, medium
access, error correction, etc. It helps in establishing
reliable links between point-to-point and point-to-
multipoint communication in the network. The most
popular attacks witnessed by these layers, are collision,
unfairness and exhaustion. Attacks on Data link layer
can be categorized as unfairness, collision, Traffic
Manipulation and Resource Depletion [41].

— Collision: Callision occurs in the network, when two
different nodes simultaneously forward two distinctive
messages with identical frequency. Thus, the two
messages collide and the information contained within
will be corrupted. The receiver experiences checksum
mismatch error which means that the receiver will be
unable to recognize the packets. Such collision issues
can be overcome by Error correcting code.

— Unfairness: Unfairness is also considered as a type
of DoS. With the help of this attack, the unauthorized
user can gain access to the information and can make
illegal modification to the priorities of transmission and
its duration.

— Exhaustion: When corrupted data packets are
forwarded repeatedly, higher number of collisions
occurs in the network. Therefore, substantial amount of
energy will be lost. As collision requires retransmission
of lost packets, more energy is wasted. One such
possible solution to this problem is the TDM or time
division multiplexing.

Network and Routing Layer: To improve energy
efficiency, network and routing layer are very significant.
They also assist in making sensor network more data
centric, helps in addressing and knowledge of location.
However, these layers are also susceptible to several
attacks like Homing, Neglect and greed, rushing, node
malfunction, Flooding, Sinkhole, Black hole, Wormholes,
Sybil, eavesdropping and selective forwarding. Some
critical attacks are discussed here.

— Selective Forwarding: The attacker can create a
fake node to transmit faulty or corrupted messages.
Such messages include black holes, which makes the
nodes to reject genuine messages and accept faulty
packets. The black holes can be detected and they can
be diverted to different path [12, 13].

— Sinkhole. In sinkhole attack, a malicious node is
created by the adversary, which traps and misleads the
routing information. This makes an easier task for the
attacker to perform selective forwarding [14].
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— Sybil: Sybil attack arises in the network, when node
has more than one identity. In such cases, the network
cannot choose a particular node for a specific task,
which results in chaos in network operations like,
topology, fault-tolerance, and storage.

-Wormhole: A wormhole is considered as a low
potential link between two different segments of a
network. Actually, the link is established between two
Nodes from two different segments of the network. This
wormhole sink is used to transmit data from one location
to other, until it reaches the sink node [15].

Transport Layer: The end-to-end communication
between source and sink are established by Transport
layer. Hence, this layer is also targeted by few attacks
such as De-Synchronization, Data aggregation and
clock skewing.

Vampire attacks are one of the Denial-Of-Service (DOS)
attacks in WSNs, which hinders the routing algorithms
and depletes the network resources. In a WSN,
batteries are primary source of energy, and hence it is a
vital resource. All sensor nodes rely on battery for
energy and to support its operations. The vampire
attacks concentrate on the battery and manage to
deplete the residual battery power. So, the node is
turned off, which gradually deactivates the network.
Vampire attacks can be considered as a type of DOS
attacks. In this type of attacks, faulty or unwanted
messages are forwarded by malicious nodes which
result in expenditure of energy for wasteful work.
Vampire attacks can be segregated into two types.
Carousel Attack: The attacker generates message
which can repeatedly propagate along a path more than
one time. The message keeps circling the same path
over and over again, along the same node. It is
illustrated in Fig. 2.

Stretch Attack: In this attack, the attacker manually
sets a longer path for a message from its source to
destination. This creates a longer path, and the
message covers as much nodes as possible. It is
illustrated in Fig. 2. Due to longer transmission distance,
the path covered by the message will be unnecessarily
longer [7].

21 A
D [ 5\

Fig. 2. Carousel and Stretch attack.

This section may each be divided by subheadings or
may further divide into next heads as shown below.

International Journal on Emerging Technologies 11(2): 57-65(2020) 60



lll. METHODOLOGY

WSN Localization Techniques: Generally, the sensor
networks are deployed randomly in a huge geographical
region where determining the location of these sensor
nodes is not feasible. In various applications the
information collected by these nodes is not useful
unless the location of sensor node is not available.
Moreover, it may lead towards the collection of faulty
information. Thus, the localization techniques are the
interesting research topic in the field of WSN [35].

In order to solve these problems, several localization
techniques have been developed. The existing
techniques assume consider only limited number of
nodes are equipped with GPS rather than installing GPS
to each sensor node because it increases
implementation cost. These sensor nodes are known as
anchor nodes. In the considered network, other sensor
nodes communicate with nearby nodes and estimate
the distance using suitable localization techniques such
as Time of Arrival (ToA) and Received Signal Strength
(RSS) [36]. Currently, evolutionary and optimization
techniques have been reported to improve the
localization performance by reducing the localization
error such as genetic algorithm for localization using
one-hop neighbor computation [37]. Chagas et al,
(2012) presented the two-phase centralized localization
technique using combined Simulated Annealing (SA)
Algorithm and Genetic Algorithm [38]. Singh and
Sharma (2017) outlined the focus on optimization
technique and Particle Swarm Optimization (PSO)
based algorithm to reduce the localization error [39]. An
evolutionary computation scheme which uses two
objective functions to solve the localization problem with
the help of simulated annealing model [40].

Energy aware approach for WSN: This section
presents a brief summary on the existing energy aware
techniques for WSN, including, data aggregation,
routing, and shortest path computation. Wireless Sensor
Networks have  numerous advantages and
disadvantages. In various applications, the sensor
nodes are mostly installed at random positions. As soon

as the nodes are installed, they should organize
themselves and form a functional network to carry out
designated task.

Furthermore, most WSNs applications are deployed at
remote location, which requires a battery powered
energy supply. This creates a problem for the network
administrator to replace or replenish the drained
batteries. Another disadvantage of WSN is the data
redundancy, which reduces the efficiency of network. So
find solutions for such limitation, numerous techniques
are presented with an aim to enhance the overall
lifespan of the network and reduce energy utilization.
Hierarchical Routing is one of the fascinating
mechanisms, which establishes an idea of cluster
generation and allocating a central cluster head (CH) to
perform special tasks within that cluster. It is an efficient
mechanism to minimize energy utilization by performing
data accumulation to lower the total number of data
transmissions to the Base Station. Heinzelman et al.,
outlined Low Energy Adaptive Clustering Hierarchy
(LEACH) which is one of the first hierarchical protocols
[22]. The LEACH works by creating clusters of nodes on
the basis of received signal strength. It uses local
cluster heads (CHs) as routers to establish a path to the
target node. Because the nodes transmit data directly to
the cluster heads, the communication between nodes
are reduced, which further reduced energy
consumption. The LEACH protocol was so effective,
that numerous other protocols were designed using this
concept.

A comparison of LEACH based energy aware routing
protocols as LEACH-B (Balanced) protocol, LEACH-C
(centralized) protocol as shown in [23, 24] respectively.
Energy Efficient Weight Clustering (EWC) protocol,
Energy-Efficient Cluster Head Selection (NECHS)
technique [26], Energy Clustering Algorithm for Event
Driven (EECED), EAMR (Energy Aware Multipath
Routing) as briefed in [25, 27]. Energy Efficient
Redundant Routing Tree (EE-RRT) was proposed for
WSNs [13]. The assumptions, CH selection,
improvement over LEACH and drawbacks are
discussed in Table 2 shown below.

Table 2: Brief description about LEACH algorithm.

Name of the . Cluster Head Improvement of other
Protocol Assumption made selection algorithms over LEACH Drawbacks
Simple and cheaper nodes in the Two stages: A new adaptive strategy is
LEACH-B network. They contain power Random and propqsed to _select CH and Higher oyerhead of
23] managem_er_lt schemes to adjust based on résidual to adju_st their fr_equ_ency of computatlo_n for CH
the transmitting power of the data energy selection considering the selection
packets energy dissipated
. Base station Because of overhead
LEAGHG | oo s | selets Cheonne | LECHE e 0o | on e Base stton
(Centralized) location and residual energy level t_>a3|s of the smaller are of nodes in a LEAC.H C is not much
[24] to a concerned sink node Residual energy of hetwork considered for larger
the node area of networks
Additional overhead in
The nodes are static, Distance, Residual I . processing, which
EWC [25] homogeneous, location aware and energy, node’s Network Ir|]fet|m<(ajwn| be results in higher energy
are distributed randomly degree. enhance consumption to select
CHs
There is no assurance
The nodes are stationary, Energy remaining eniiﬁgggnb?/fl\?EHCIIiS bé?c?;;sqgnc;li ;;ozie
NECHS [26] homogeneous, location aware and and Degree of the . L ’
are distributed randomly nodes. model by ap_plymg fuzzy to golllsmns of_ _
’ logic. advertisement, or join
packets
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Base station is assumed to that
locations of the nodes are known.
ar';;ﬁ'é%‘?ﬁ:"g” tég:;g? ﬁgggcg:,e Enhanced network Additional overhead for
EECED [27] considered 16 be static and contain Residual Energy lifetime, lower energy the BS and elector
limited energy resources. Al Level consumption compared to nodes to choose
nodes are having capability of with traditional LEACH appropriate CHs
energy management to adjust their
transmitting Power
Including EMAR .
. " Additional overhead to
LEACH-P The nodes are static, probability Network lifetime will be compute probability
homogeneous, location aware and selection in )
[28] - ; extended selection formula for
are distributed randomly conventional choosing CHs
LEACH protocol 9
Mobility of the nodes is
supported by declaration .
. Usage of Energy is not
All nodes are considered of membership to the efficient in LEACH-M.
. . existing LEACH protocol. )
homogeneous with respect to their Rate of data delivery for
; The performance of
antenna gain. The nodes are Movements of the : Huge number of
LEACH-M 4 L - - LEACH-M is better than
29] aware of their location information, node and its conventional packets are low, and
which are extracted with the help residual energy : more packets are lost if
) LEACH-M guarantees that
of GPS. The location of Base the communication the CH moves before
station is fixed between node and CH are cho?ﬁgl%;dnfg\:"(])dH for
intact even if node is
moving
The location of base station will be Next stage of hierarchy is
fixed and located far away from presented to create
sensor nodes. The sensor nodes Random, detailed information for Additional overhead for
TL-LEACH in the network are homogeneous Introducing primary forwarding it to a base selecting secondary
[30] and ener constrainedg “High CHi, and station (BS) upon different CHs and creating
eneray” ndqdyes are not résengt in secondary CHij levels. This will enhance cluster
gythe communicati%n the energy efficiency of the
network
Multi-Hop Base station is fixed. The nodes _I\/_Ia|_nt_a|n|ng Energy Depletion of CHs will be
LEACH [31] are assumed to be stationary Random minimizing mechanisms problematic
’ like Multi-hop routing
Sensor nodes are considered to Base station
uﬁﬁ;%Togg?ﬁﬁj{eﬁ?ﬂﬁﬂgzeﬂ%r Seleg;zig':ftﬁg the GA-LEACH estimates the Additional overhead on
LEACH-GA mly ; optimal probability to be base station for
region. They are assumed to Residual energy of ) . ;
[32] NG - used in the selection calculating CH
contain similar energy levels. the node, with the rocess of CH ercentage
The location of base station will be help of genetic P ’ P 9
fixed algorithm
Sensor nodes are considered to Fuzzy logic on LEACH .
be stationary and homogenous protocol was implemented Ma|nta|_n accuracy e_md
: L managing fuzzification
FL-LEACH with respect to their initial energy. to evaluate the percentage e
. Random and defuzzification
[33] Sensors are setup uniformly over of Cluster Head to rocess is highl
the concerned region, while the enhance the lifetime of the P com Iicate% y
location of BS is fixed network P

IV. RESULTS AND DISCUSSIONS

Comparative Performance Analysis: In this section,

terms of average localization error for varied node

we preset a comparative analysis of WSN localization,
routing and security aware routing techniques in terms
of various performance parameters like localization error

which is the The error that occurs estimation of distance
during localization of
numbers of alive nodes for different energy aware
routing techniques are those nodes that are able to
serve as the intermediate nodes in the WSN are termed
as alive nodes. A plot of total number of alive nodes is

the unknown

presented in Fig. 4.
Although the performance seems to be similar at the
initial stages, the Genetic Algorithm outperforms other

algorithms. And encryption and decryption time for

nodes.

Total

Avg. Localization Error(m)

density as mentioned in [37].

Localization Error Perforamnce

—e— 3D-GAIDV Hop [37]
3D-GADV Hop [37]

3D-PSODV Hop [37]
3D-DV Hop [37]

50 100 150 250

Num of Nodes

300 350 400

Fig. 3. Localization error performance.

According to this comparative study, we obtained the
average localization error as 3.2 m, 5.54 m, 5.7 m and
6.34 m using 3D-GAIDV Hop, 3D-PSODV Hop, 3D-
GADV Hop and 3D-DV Hop [37].
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different routing protocols. In order to provide security,
communication data must be encrypted and decrypted.
Below given Fig. 3 shows a comparative analysis in
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In next experiment, we evaluated the performance of
different energy aware routing techniques. The
performance is measured in terms of total alive nodes in
the complete simulation shown in Fig. 4.

100 T T
—— improved LEACH
@ I —— LEACH
% 80 —— PEGASIS
[ —GA
2 60
=
§—
o 40}
S
o
g
= 201
o .
0 1000 2000 3000 4000 5000

Number of Rounds
Fig. 4. Alive node performance.

The greater number of alive nodes indicates the better
network lifetime [37]. This comparative study shows that
the average number of alive nodes are obtained as
36%, 53%, 68% and 73% using Low Energy Aware
Clustering Hierarchy (LEACH), Power Efficient
gathering on Sensor information Systems (PEGAIS),
improved LEACH and genetic algorithm. Finally, we
present the comparative analysis for secure routing
protocols as depicted in Fig. 5 and 6 for data encryption
and decryption respectively [41].

Encryption Time

250Nodes ™ 500 Nodes
250

200
£ 150
@
5 100
50
0 |
AES DES 3DES
250 Nodes 192 17 13
500 Nodes 197 25 39

Fig. 5. Encryption Time Performance.

According to Fig. 5, we measured the performance in
terms of encryption time for 250 and 500 nodes. The
average encryption time is obtained as 194.5ms, 21ms
and 26ms using Advanced Encryption Standard (AES)
Data Encryption Standard(DES), and 3DES(Triple Data
Encryption standard). Similarly, we measure the
performance for decryption time as depicted in Fig. 6,
where average decryption time is obtained as 210ms,
26ms, and 33.5ms using AES, DES, and 3DES.

V. DISCUSSION ON RESULTS

Simulation results show that 3D-GAIDV Hop [37]
algorithm performs better in terms of localization error
performance in comparison with 3D-PSODV Hop, 3D-
GADV Hop and 3D-DV Hop [37]. Genetic algorithm
performance with respect to alive nodes in a network is
better compared to Low Energy Aware Clustering
Hierarchy (LEACH), Power Efficient gathering on

Priyanka & Satyanarayan

Sensor information Systems (PEGAIS), improved
LEACH. With respect to encryption and decryption for
secure routing algorithms Encryption time and
decryption time is highest for Advanced Encryption
Standard (AES). 3DES algorithm performance in terms
of time of encryption and decryption is good when there
are 250 nodes against time compared to DES. When
the performance is analyzed for 500 nodes DES
algorithm outperforms 3DES algorithm [41].

. .
Decryption Time
250Nodes m500 Nodes
250
200
E 150
=
5 100
50
0 i
AES DES 3DES
250 Nodes 205 18 16
#1500 Nodes 215 34 51

Fig. 6. Decryption time performance.
VI. CONCLUSION

This work is based on the study about Wireless Sensor
Networks. During communication, Wireless Sensor
Networks suffer from various attacks which may lead to
inaccurate communication resulting in degraded quality
of communication and it can affect the privacy aspects.
Based on this issue, several models have been
presented which are focused on the security
improvement in wireless sensor networks. Along with
the security aspects, wireless sensor networks suffer
from the performance issues such as packet delivery
and energy consumption etc. Several researches have
been presented for improving the QoS of WSN.

In this paper, we have discussed such approaches for
WSN which are mainly focused on security and QoS
improvement. A comparative study is also presented for
both security and QoS issues. These studies shows that
still security and QoS performance of WSN can be
increased by developing any adaptive schemes which
can handle traffic and security threats. Moreover, the
performance can be improved by developing energy
efficient scheme for communication. The contributions
towards the work are on a comparative study of LEACH
based energy aware routing protocols with various
parameters. Localization error performance is analyzed
with various algorithms; Comparison of energy aware
routing techniques is compared in terms of alive nodes.
Encryption and decryption time is calculated for various
algorithms.

VIl. FUTURE SCOPE

This study has paved way for further research to
improve performance of WSNs by adopting various
energy aware transmission techniques for maximum
network lifetime using optimization algorithms. Energy
efficient routing technique and shortest distance Routing
is considered in future work.
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